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Executive Summary 
The dark web breached credential assessment, conducted on December 6th, 2024, aimed to identify 

potentially compromised personal information. The objective was to evaluate the exposure of 

REDACTED's employees to data breaches by identifying usernames, passwords, and other sensitive 

information potentially exposed by third-party services, infostealers, or insider leaks. The assessment 

revealed 15 low-threat records, 5 medium-threat records, 2 high-threat records and 2 critical-threat 

records, indicating several actionable attack paths. Notably, a few credentials were recovered from 

stealer logs, indicating a user likely has had information stealing malware (infostealer) deployed on one 

of their devices. 

Methodology 
Upon completion and retrieval of the questionnaire, our team creates a plan to query the information 

submitted against our massive collection of records. The breached credentials in this report are sourced 

from both our internal breach collections and our extensive network of external sources. We use our in-

house products to monitor leaked credentials and other personal data, ensuring new breaches are 

regularly verified and added to our collections. Our cybersecurity professionals then analyze the output of 

our proprietary software, providing additional preventative insights. 

Results 
• 15 records containing only username/email. These logs are deemed as a LOW level threat. 

• 5 records containing additional Personal Identifiable Information (PII). These logs are deemed as 

a MEDIUM level threat. 

• 2 records containing plain-text credentials/hashed credentials. These logs are deemed as a HIGH 

level threat. 

• 2 records containing information recovered from “stealer logs”. These logs are deemed as a 

CRITICAL level threat. 

• For a full list of results, please reference the attached CSV file. 

Recommendations 
• Password Management: We strongly recommend implementing a trusted password manager 

organization wide to generate and store complex passwords. Diversification of passwords will 

quell a cybercriminal’s attempts to authenticate on additional platforms using the same 

credentials. 

o Users should secure the password manager with a complex password and should NOT be 

reusing the password on any third-party services. For ease of memorization, employees 

can use a passphrase (for example: ComputerDogWalkRiverChristmasBreeze98421). 
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• Best practices: Passwords should not contain personal information (E.g. birthdates) as 

cybercriminals can use that information to recover an individual's passwords. Additionally, 

REDACTED should strongly discourage password re-use across third-party and company 

applications/services. 

• Multi-Factor Authentication (MFA): MFA provides an extra layer of security between you and a 

potential threat actor. Multi-Factor Authentication should be enforced on all REDACTED 

authentication portals for all users of the organization. 

• Regular Assessments: Conduct regular breached credential assessments to ensure that the 

presence of REDACTED employees in recent breaches is not overlooked. 

• Malware Scanning and Endpoint Protection: Devices should be configured with endpoint 

protection and regularly scanned for malware to address the data recovered from “stealer logs”. 

• Device Re-imaging: Devices which have been discovered to be infected with infostealers must be 

re-imaged and have their hard drives formatted to ensure that the malware does not persist on 

the devices.  
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Technical Details 
Scanned Sources: 1476 

LOW Risk Records: 15 

MEDIUM Risk Records: 5 

HIGH Risk Records: 2 

CRITICAL Risk Records: 2 
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Breach Details (Positive Results Only): 

LOW RISK 

Username Emails Breach Name 

REDACTEDTheConqueror99 Conqueror99.REDACTED@REDACTED.com MyFitnessPal  

AceTheREDACTED! Ace.REDACTED@REDACTED.com MySpace 

DreamyREDACTED7 DREAMY.REDACTED@REDACTED.com DropBox 

DapperREDACTED Dapper.REDACTED@REDACTED.com MyFitnessPal 

BlazeTheREDACTED88 Starx2_REDACTED@REDACTED.com Canva 

REDACTED_InMotion Vortex.REDACTED@REDACTED.com 23andMe 

JohnTheREDACTED13 Vortex.REDACTED@REDACTED.com MySpace 

Star_REDACTED echostorm.REDACTED@REDACTED.com 23and Me 

DanTheREDACTED3 anderson88.REDACTED@REDACTED.com DropBox 

John_REDACTED fitnesspal_REDACTED@REDACTED.com MyFitnessPal 

REDACTEDRider23 tay.REDACTED@REDACTED.com MyFitnessPal 

SkyTheREDACTED morrison.REDACTED@REDACTED.com Twitter 

JohnREDACTEDMaster lazert_REDACTED@REDACTED.com Twitter 

Flame_REDACTED18 Ace.REDACTED@REDACTED.com 23andMe 

Zen-REDACTED Conqueror99.REDACTED@REDACTED.com  Canva 

 

MEDIUM RISK 

Username Data Breach Name 

John_REDACTED@REDACTED.com  (416) XXX-7820 Yahoo 

James_REDACTED@REDACTED.com  (416) XXX-7840 Facebook 

Brian_REDACTED@REDACTED.com  (212) XXX-4367 LinkedIn 

Taylor_REDACTED@REDACTED.com  (212) XXX-2521 Adobe 

Natalie_REDACTED@REDACTED.com  (212) XXX-1533 Twitter 

 

HIGH RISK 

Username Data Breach Name 

John_REDACTED@REDACTED.com BlueSky#2004 TicketMaster 

Taylor_REDACTED@REDACTED.com 4cd51bf16ba9857acf7f1dacce668002 TicketMaster 

 

CRITICAL RISK 

Username Data Breach Name 

Brian_REDACTED@REDACTED.com  4532-XXXX-XXXX-7890 Stealer Log 

mailto:John_REDACTED@REDACTED.com
mailto:James_REDACTED@REDACTED.com
mailto:Brian_REDACTED@REDACTED.com
mailto:Taylor_REDACTED@REDACTED.com
mailto:Natalie_REDACTED@REDACTED.com
mailto:Brian_REDACTED@REDACTED.com
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Natalie_REDACTED@REDACTED.com  OceanWave$19 Stealer Log 

  

mailto:Natalie_REDACTED@REDACTED.com
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Breach Analysis 

In total, there were 10 separate data breaches that contributed to the credentials and employee 

information recovered. These breaches include social media sites, professional services, and other 

miscellaneous services. Additionally, some data was recovered from “Stealer Logs”. Stealer logs are 

generated by information stealing malware. The presence of these logs indicates some employees of 

REDACTED have likely had malware installed on one of their personal or work devices. This malware 

has potentially stolen additional data that has not yet been publicly released. 

For the full list of breached credentials identified, please refer to the attached CSV file.  
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Summary 

Total Records Sourced: 24 

Partial Records: 15 (62.50%) 

PII Records: 5 (20.83%) 

Actionable Records: 2 (8.33%) 

Stealer Logs: 2 (8.33%) 

Note: We highly recommend that all associated accounts have their credentials changed immediately 

and that any unused accounts be deactivated. Additionally, users will often re-use passwords on multiple 

accounts and use multiple variations of the same password. Therefore, all associated user accounts for 

the affected individuals should also have their credentials reset to ensure no matching or similar 

passwords are in use.  
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Conclusion 

By addressing the risks identified in this assessment, INSERT can significantly reduce the likelihood of 

credential-based compromises. Implementing the recommended actions contained in this report will 

strengthen REDACTED’s overall security posture. Extra steps should be taken to address the 

credentials and personal data recovered from stealer logs. These stealer logs indicate information stealing 

malware is present on one of the devices of one or more REDACTED employees. All user devices 

should have malware removed to ensure future credentials are not compromised. 

As removal of malware is often complicated, a list of the actions that may be taken are summarized 

below: 

• Save the image of the affected device, as it could have crucial forensics data for incident response 

• Disconnect the compromised device from the internet. 

• Restart the device in “Safe Mode” as this will prevent MOST malware from running. 

• Run an anti-malware software to identify the threats. 

It should be noted that these steps do not guarantee the removal of malware. The best solution for 

malware removal is to completely reformat the hard drives, reinstall the operating system and reflash the 

BIOS. Although this will result in the loss of data, it is highly recommended as certain malware may 

maintain persistence on the device. 


